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OpP 118877
17 JUN 1977

MEMORARDUM FOR: Assistant for Information, DDA

FPROM t Cliffoxd D. Hay, Jr.
Director of Data Processing

BUBJECT

«#

Presidential Review of the Classification Syster

REFERENCE Your Hewmo, dtd 9 June 1977, Same Subject

e

1. The reference reguested commentz and suggestions on
the present national security clagsification systerm or on any
of the specific points cutlined for study in PRE/NSC-2%. 2DP's
compents are contained in the following paragraphs

2. The PRM asks the committee to consider how the
classification system can be simplified and te consider what
kinds of disciplinary actions can be taken to prevent the
misuse of the classification system. Ve suggest that the new
EO contain a requirement that federal éepartmeats and agencies
prepare classification and declassification guidelines for their
employees. And that the smphasis be on classificatiorn guildelines
since EO 11652 has well defined declassification procedures.
Within CIA, classification guidelines should specify the typas
of information covered by each of the three security classificatien
categories. This type of classification guimeline is available
for the various compartmented systems but is lacking: in the
collateral area. ,

3. ECQ 11652 does not adaﬂ ately address data ‘that is
storad on and processed by automatic data processing eguipment
(ADPE). The new Executive Order should provide apecific guidance
which would answer the following quastion% , ,

® Should classification and control markings
be stored with data processed by ADFE?

® If the answer to the ahove guestion is
affirmative, should the requirement include
all data that isg now stored on ADPE or
should it only include data entered after
the date of the EQ?
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;/ ® Are classified reports produced on ADPE
3 covered by all the requirements for marking
classified material, including paragraph

/ / maxking?
;  J If classified data preocessed by ADPE must
y have classification and contrcl markings

stored with the data, must thesc markings
be updated whenever declassificatien or
downgrading takes place?

* If so, does this requirement include
data stored on magnetic tape or cother
wedia for archival or backup purposes?

4. OLDP requests that the above questions be included in
the material forwarded to the Agency representative on the
interagency committee. The answers to thege questions will have
significant impact upon all ADP activities in thae Intelligence
Community. The 15 September 1977 deadline may not allow sufficiont
time to study the problem of data stored on ADPF. If not, we
suggest that the interagency committee consider yublishing an
annex to the new Executive Order that specifically addraesses
data stored on and procesgsed by ADPE.

STATINTL

Distribution:
Orig & 1 - Addressee
1 -~ ODP Registry

2 ~ O/D/0DP

STATINTL O/D/ODP_/mlc/l 7Junels77
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ODP #..ZLZL“_U

DDA 77-3353
9 JUN 1977

MEMORANDUM FOR: Director of Communications
Wirector of Data Processing
Director of Finance
Director of Logistics
Director of Medical Services
Director of Personnel
Director of Security
Director of Training
Chief, Information and Privacy Staff
Chief, Information Systems Analysis Staff

FROM s ,
‘Assistant for Information, DDA '

SUBJECT : Presidential Review of the Classification
- System

1. Attached is a copy of PRM/NSC-29, signed by the
President on 1 June, establishing an interagency committee
to write a new Executive order on national security classi-
fication to replace EO 11652. Mr.

Associate General Counsel, is the representative to thisSTﬁﬂTNTL
committee. In addition, Mr. | vii1 represent the
Intelligence Community Staff. STATINTL

2. Over the past 5 years since EO 11652 was issued,
people have complained about the apparently conflicting
requirements and provisions of that order. This new com-
mittee and the Agency's participation provides us with an
opportunity to make our views known and perhaps have an input
into the new guidelines under which we will operate in the
future. Your comments and suggestions on the present
national security classification system or on any of the
specific points outlined for study in the PRM would be
appreciated. Please forward these to me by 17 June so that
a meaningful package Tan be assembled for the Agency's STATINTL
committee representative. '

Attachment: a/s

cc: Associate General Counsel
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Presidential Review Memorandum/NSC »-.29

TO: The Vice President
- The Secretary of State
The Secretary of Defense

AXLSO: - The Attorney General
- The Director, Office of Management
The Chairman, Joint Chiefs of Staff
The Director of Central Intelligence

and Budget

The Administrator, Energy Research and

Development Administration

The U,S. Representative to the United Nations

The Archivist of the United States
The Counsel to the President

-

SUBJECT: ‘ A Comprehe11s1ve Review of the (;lasqnfmatmu

System -

PR}

In order to provide for greater opennessin government while

at the same time effectively protecting sensitive national s

ecurity

information, Idirect that a new Executive Order be prepared to
replace Executive Order 11652, This new order should establish -

the government's policies with respect to the classification,

protection and declassification of national security information

" and material.
The new Executive Order should be pr:spared 'by an a.cl hoc
committee co-chaired by 2 member of the National Securit
Council Staff and the Dornestic Council Staff, This Comrni
should consider:

~~How to provide for the maximum release of infor

American public on government activities and policies consistent

Yy ,
ttee

mation fo the

- with the need to protect sensitive national security information;

.
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~-How to promote increased public access to this informnation through
a more rapid and systematic declassification program;

-~Over1aps between the new Executive Order and the I‘roedorn of
Information Act as amended and the Privacy Act;

’ ~-Whic:11 information requires protection and for hoi*_.r' long and what’
criteria should be used in making this judgment; g

~=Which categories of classified material more than 20 yéa.rs old
- could be dec1a551f1ed in bulk under appropma te guldehneq'

~-~How !:he classﬁzcatzon system can be simplified to make it mor
undersi:andable and. easier to implement; ‘ :

‘=~How unnecessary and duplicative practlces and procedures can
be ellmlnated redu01ng expenses= :

--Whether the Departments and Agencies should prepare clas.,lﬁc,atmn
and declassification gu1de1111es for their employees; .2

' ~~What kinds of dis ciplinary actions can be taken to prevent the misuse
of the security classification systern 'by government officials.
The ad hoc Committee should carefully con51der how be st to implement
the provisions of the new Executive Order. In this respect they should
examine the role and the eﬁectlveness of the Interagency Classification -
Rewew Commlttee. -

-
-

' 'I‘he new Executlve Order should be rea,dy for my signature by Sept ember 15,
19770 ) ) C

‘ Thls Preswdenual Rewew Memorandum s'upe rsedes Natlonal Secur)xy
Study Memorandum 229.° 2

8T ¢ osap

FOR OFFICIAL USE ONLY
¥z

Approved For.Release 2002/01/11 : CIA-RDP83T00573R000600010009-9

N B ks cpmarie R & enw e o Astcr s ms m ek we poame eirme e e e e e e mal cr M v e m mm v R s Ts mm e r i mmme amEA e MeieAm sk nam 4 - dvE A A e S E——Y A e <ty ho sy ¢ —



